h i g h l i g h t s
Introduction
Personnel information management has always been an indispensable part of human society's life and work. It includes file management of company and government employees, school students and teachers, as well as registered members of hotels and airlines, even included the national credit information system. How to store such huge and private information securely has become a problem for many companies and governments [1] . Now the mainstream personnel management system is using the B/S architecture to centrally manage all personnel information. In this architecture, the user client can change the information stored in the central database at any time after obtaining the license. The central administrator can control the database, has high privileges, and can authorize other users to access or even modify the database [2] . The biggest drawback of this architecture is that it centralizes the storage of data, and someone has the highest authority to operate on that data. The risk of data leakage and tampering is very high. For example, in 2017, the US Pentagon exposed the US Department of Defense database, which contains personal information collected by the United States on the global social media platform of 1.8 billion users. and Yahoo announced in 2016 that more than 3 billion account information was stolen. In 2014, China's largest online ticketing website 12306 was attacked by hackers, causing hundreds of thousands of citizen information to be leaked [3] . Because the personnel information management system inevitably stores a large amount of private information, therefore, the disclosure of such information directly leads to the safety of the person being stored in the database, if a leak accident occurs, it cannot be saved at all. If information such as ID card or telephone number is leaked, it is impossible to ask so many people to modify their ID cards or telephone numbers to avoid the risk of information leakage [4] . Secondly, such information management systems as credit reporting systems and academic systems involve the interests of many people, so the risk of being tampered with is very high. The disadvantage of a centralized database is that if someone has the right to modify the information, any changes can be made to the information, although the modification log is saved, but it is still saved in the centralized database and can still be deleted and modified [5] . Therefore, the difficulty in personnel information management in the field of big data is how to ensure the security of information is not leaky, and cannot be tampered and traceable.
The current mainstream method of central database to deal with these problems is to improve the difficulty of obtaining data management authority, to improve the security of access control, but it still depends on whether the decision is correct and trustworthy, and whether the decision center is safe [6] . Blockchain is a distributed database system based on peer-topeer network, it is the result of integrating many technologies, these technologies include P2P protocol, zero-knowledge proof, consensus mechanism, smart contract, this creates a new way of storing and processing data differently than before [7, 8] .
The blockchain is composed of several data blocks linked together according to the order of generation time, and the data block can be generated through the consensus mechanism of each node, and the security is ensured by the encryption technology, so if a node tampers with a block, it is impossible to write the block to the entire system through the consensus mechanism [9] . According to the hash value, Merkel tree and time stamp can trace the operational history of each block [10] .
Blockchain has the characteristics of decentralization, nontamperability and programmability, which can effectively solve the security problem of big data storage, especially for the protection of personnel information, which involves a large amount of private information, and need to be regulated and endorsed by government and large companies [11] [12] [13] .
But the blockchain itself has some serious drawbacks, the most important of which is its limited storage space, which makes it impossible to store large amounts of data. So if we want to use the blockchain to solve the security problem of big data storage, we must also solve the problem of limited storage space in the blockchain.
System architecture of personnel information management based on blockchain
Blockchains are divided into three categories according to the admission mechanism, Public Blockchain, Private Blockchain and Consortium Blockchain [14] . The Public Blockchain is the earliest and most widely used blockchain. Bitcoin is a representative Public Blockchain. Its characteristics are complete decentralization and not regulated or controlled by any institution, anyone can participate in the Public Blockchain [15] ; The Private Blockchain is a system that is not open to the outside world and is used only within the organization [16] ; the Consortium Blockchain is between the Public Blockchain and the Private Blockchain, it is usually used in the fields where multiple user roles such as companies, governments, and banks exist simultaneously [17] .
The personnel information management system involves a lot of private and sensitive information. The Public Blockchain allows nodes to join freely, so it cannot be developed using the Public Blockchain [18] . However, for example, citizen information can be shared by the government, banks, and universities to a certain extent, therefore, its characteristics are in line with the requirements of Consortium Blockchain, so we use the Consortium Blockchain as the basic blockchain architecture of the personnel information management system [19] . Hyperledger Fabric is a blockchain framework implementation and one of the Hyperledger projects hosted by The Linux Foundation, Intended as a foundation for developing applications or solutions with a modular architecture, Hyperledger Fabric allows components, such as consensus and membership services, to be plug and play [20, 21] . Hyperledger Fabric is a leading open source and universal blockchain structure for companies. Its throughput can reach 2000 transactions per second (TPS). Currently, there are more than 250 companies and organizations using it, including IT giants such as IBM, Intel, Baidu, Huawei, and other financial institutions such as ABN Amro, Accenture, and ANZ [22] [23] [24] .
System structure
Since the blockchain is a distributed ledger which means that every transaction on the blockchain network is recorded on the ledger, so the blockchain data will continue to increase, and at the same time, in order to ensure the data is not tampered with, each node of the blockchain synchronizes the entire network data, resulting in more and more data for a single node, and the queues waiting to confirm transactions are getting longer and longer, making the entire blockchain network bloated [25, 26] . Bitcoin founder Nakamoto has set the size of each block to 1 MB in order to reduce the amount of data, but this directly causes the Bitcoin system not being used more widely, because 1 MB is not enough for any organization, especially in the field of big data. The existing mainstream blockchain architecture is subject to its own defects, which makes the blockchain unable to exert its value [27] . At present, there are two ideas for the solution that the block data is too small and the node synchronization data is too much. One is to expand the block and increase the capacity of each block, but as the amount of data in a single block increases, the process of synchronizing data between nodes becomes slower and more bloated. Another method is to reduce the size of the block, although the speed of the node synchronization data can be increased, but this will make the capacity that was not enough to be smaller. These two solutions are like fighting in the left and right hands [28] .
Li proposed the etherQL system, which has a separate query layer designed outside the blockchain [29] . The main idea of the system is to copy the blockchain data to an external database, and design the query layer by means of the functional interface provided by the external database. The idea is only to copy the original data of the blockchain to the external database, to improve query efficiency. We extend and optimize this idea, and propose a novel onchain and out-of-chain data model suitable for the Consortium Blockchain. In this idea, as shown in Fig. 1 , some core information is stored in the blockchain, the remaining large amount of unimportant information is stored in a central database outside the blockchain. This method can effectively reduce the amount of data in the blockchain network, and store the hash generated by the out-of-chain data in the block, and then use the Merkle tree to check and trace the data, still can prevent out-of-chain's data being tampered with [30] .
Expanding the capacity of the blockchain is a very huge problem in the industry. Many people try to solve it from various aspects, such as sidechains, SegWit, Lightning Network, Hard Fork, etc. The solution basically revolves around several ideas: Keep the existing ceiling unchanged, bypass the restrictions by other means; Directly expand to a certain upper limit such as 2M; And there are some other gradual expansion plans, but these expansion methods are limited to the blockchain framework, because many people believe that since blockchain is a revolution in traditional data storage methods, it should not be related to the traditional data storage method, and it must be completely changed. However, we think that it is necessary to make a compromise and jump out of the blockchain framework to try to find solutions for expanded capacity. So we proposed the idea of combining blockchain and traditional data storage methods.
The system architecture is shown in Fig. 2 . The standard MVC software structure is used. From top to bottom is the user view layer, service layer and hyperledger fabric network. The service layer is divided into four functional modules, User Management Module, Information Query Module, Information Modify Module and Add Information Module, chaincode is used to implement intelligent contract operation on blockchain data. CouchDB as a state database to record the results of transaction execution. Most non-core data is stored in a central database, and only core data is stored in the blockchain network. The MSP is a set of encryption mechanisms and protocols for issuing and verifying certificates and identities in the blockchain, it is a pluggable interface. The CA is used to generate certificates and secret keys, initialize the MSP, and the order node acts as a proxy in the network, used to distribute data [31] . Fig. 3 shows the process of dividing the data and storing into blockchain and central database. Most of the information can be divided into two parts: ''core'' and ''non-core''. For example, in the personnel information management system, the core fields in the data structure are ''name'', ''identity number'', ''the editor of the information'', etc. Non-core fields include ''date of birth'', ''graduate college'', etc., so when the administrator enters a person information, some fields can be selected as core fields, and these fields will be packaged into one block and stored in the blockchain network, the other unchecked non-core fields perform the SHA256 operation, and the obtained hash results are also stored in the block with the core fields, and all the information is stored in the central database. The data in the blockchain makes the core data tamper-proof and traceable, The non-core data is stored in the central database to effectively reduce the redundancy of the data on the blockchain, and the hash result of the non-core data is stored in the block, when the data is taken out from the central database, the data is performed to SHA256 operation, and the result is compared with the hash result previously stored in the blockchain, if they are the same, it means that the data has not been changed [32] .
Store data on-chain and out-of-chain
The SHA256 algorithm can generate a 256-bit long hash value for data of any length [33] . A hash value is a unique and extremely compact numerical representation of a piece of data. If a clear text changes only one letter, the resulting hash value will be completely different, therefore, if the data has been modified, no matter how small changes, the final hash value will be completely different, so the hash value of the data can verify the integrity of the data [34] . The following briefly describes the SHA256 algorithm process:
(1) Initialization parameters.
Take the first 32 bits of the square root of the first 8 prime numbers (2, 3, 5, 7, 11, 13, 17, 19) in the natural number to get 8 parameters.
(2) Prepare the message list W t . (4) For 0 ≤ t ≤ 63, execute the compression function.
(5) Add a compressed block to the current hash value Fig. 4 shows the process of querying data. First, the keyword index is used to search the blocks in the blockchain network and the central database, and the data queried from the central database is hashed to obtain the hash result B. The previously saved hash value A is taken from the block in the blockchain network and compared with B. If they are equal, it proves that the data has not been modified.
Member and organization access mechanisms
Fabric membership is based on a standard X.509 certificate, and the key uses the ECDSA(Elliptic Curve Digital Signature Algorithm), which is a combination of ECC (Elliptic Curve Cryptography) and DSA (Digital Signature Algorithm) [35] . The security of the elliptic curve cryptosystem is based on the intractability of the ECDLP (elliptic curve discrete logarithm problem). Elliptic curve discrete logarithm problem is much more difficult than discrete logarithm problem, the unit bit strength of elliptic curve cryptosystem is much higher than traditional discrete logarithm system. Therefore, in the case of using a shorter key, the ECC can reach the same security level as the DL system. This has the advantage of smaller calculation parameters, shorter keys, faster calculations, and shorter signatures. So elliptic curve cryptography is especially suitable for applications where processing power, memory space, bandwidth, and power consumption are limited. The PKI system is used to issue digital certificates to each member. Only nodes with the same MSP in the channel can use the Gossip protocol for data distribution.
The signature process is as follows:
1. Select an elliptic curve Ep(a,b), and a base point G.;
2. Select the private key k (k < n, n is the order of G), using the base point G to calculate the public key K = kG. 3. Generate a random integer r (r < n), calculate the point R = The verification process is as follows:
1. After receiving the message (m) and the signature value (r, s), the receiver performs the following operations.
2. Calculate sG + H(m)P = (x1, y1), r1 ≡ x1 mod p 3. Verification equation r1 ≡ r mod p 4. If the equation is true, accept the signature, otherwise the signature is invalid.
Data needs to be shared to release and unearth its value. However, because a lot of data involves the secrets of enterprises and governments, this leads to organizations not sharing their own data with each other.
Because the Consortium Blockchain is pluggable for the organization, allowing multiple certified organizations to join the network to share data. And the tamper-proof security features inherent in blockchains also help reduce the concerns of organizations sharing data, and our proposed on/out-of-chain model still store a large portion of data in local databases. It is acceptable for those traditional companies.
Data structure and chain code
According to our user role and function, the data structure of our prototype system is shown in the Fig. 5 . When the information is entered, the administrator can check some of the fields as the core field, EditorTime is the timestamp when the current information is stored, and Editor is the administrator who is currently operating the system, these two fields can be used as a proof of the change record of the data. Historys record every change in data and serve as a data traceback.
Each transaction is only valid if it is endorsed according to the endorsement strategy. The endorsement strategy is used to guide the peer how to determine whether the transaction has been approved. When a peer receives a transaction, it invokes the VSCC (Verification System Chaincode) associated with the transaction's Chaincode as part of the transaction validation process to determine the validity of the transaction. A transaction contains endorsement support in one or more peer endorsement nodes. In addition to verifying the endorsement strategy, VSCC also checks if the data version of each Key-Value Pair in the transaction information has changed.
The endorsement strategy has two main components:
1. Principal:P defines the source entity of the expected signature 2. Threshold gate: T has two parameters: integer t (threshold) and n subjects, indicating that t signatures are obtained from these n subjects for example:
1. T(2, 'A', 'B', 'C') Request signatures of any two endorsement nodes from 'A', 'B', 'C' 2. T(1, 'A', T(2, 'B', 'C')) request a signature from A or from B and C Fig. 6 is a view of the RBFT structure. In the network, the client sends a request to the node, there is no need to send a message to all nodes, because sending f + 1 is enough. After the node receives the client's request, it will propagate the message so that other nodes know the request message. After each primary node receives the request, it creates a proposal (PRE-PREPARE) and sends it to all other nodes. If other nodes receive the PRE-PREPARE of the primary node, a PREPARE message is returned. Once the node receives the PRE-PREPARE message and 2f PREPARE messages, once the node receives the PRE-PREPARE message and 2f PRE-PARE messages, the node has enough information to receive the proposal and send a commit message. Once a node receives 2f+1 commit messages, these requests can be sorted and added to the ledger.
Algorithm 1 add personnel information
Input: Array Personnel string EntityID Output: bool 1: if The number of parameters obtained is not 2 then 2: throw 3: end if 4: if The ID number already exists in the database then 5: throw 6: end if 7: applying SHA256 to the data item 8: json.Unmarshal for Personnel 9: Store data on block-chain networks 10: Store data in a central database 11: Store operation events return ;
Algorithm 1 describes how a smart contract (chain code) packs a person's information into a block. First determines the legality of the incoming parameter, and secondly determines whether the person's information has been stored by checking the key field EntityID, If not, perform SHA256 on the data, and insert the result into the data, perform json.Unmarshal processing on the Personnel data structure, and finally save the blockchain and the central database.
Algorithm 2 Query information based on ID number
Input: string EntityID Array Personnel Output: 1: if The number of parameters obtained is not 1 then 13: hisData, err := iterator.Next() 14: historyItem.TxId ← hisData.TxId 15: json.Unmarshal for hisData.Value 16: historyItem.Personnel ← hisPer 17: historys ← append(historys, historyItem) 18 : end for 19: Personnel.Historys ← historys 20: json.Marshal for Personnel 21: return Personnel;
Algorithm 2 describes how a smart contract (chain code) queries someone's information through the keyword EntityID and tracks the data history. First determine the legality of the incoming parameters, and then use the Getcode function of chaincode to query the data, then perform json.Unmarshal processing, Obtain the result A previously stored in the block, Obtain the hash result A stored in the previous database, and then take the data from the central database, and perform SHA256 operation to obtain the hash result B, and determine whether the hash results A and B are equal. If they are equal, It means that the central database data has not been modified, then merge the data from blockchain and central database. Use the chaincode GetHistoryForKey function to query the traceability data and store it in the iterator, then loop through the iterator to store the data in the historys array.
Experimental results and analysis
We developed a prototype system based on the hyperledger fabric to verify that our proposed idea of separating and storing data is indeed effectively applicable to such big data management systems as personnel information management. The system runs on a Ubuntu 18.04 (64-bit) virtual machine, Intel(R) Core(TM) it-470HQ CPU @ 2.50 GHz processor and 8 GB RAM, and uses the MySQL Ver 14.14 simulation central database. Fig. 7 is a demonstration of the operation in the prototype system, showing the results of querying a person's information based on the ID number, the top table shows the change of personnel information, and each column marks the operator of the change and the operation time, which realizes the traceability of the data.
Next, observe the changes in the read and store response time after separately storing the data and not separating it. The size of the space occupied by a single person is 50 kB, In the separate storage scheme, 40 kB of data is stored in the central database, 10 kB is stored in the blockchain network, and in the non-separate storage scheme, all 50 kB of data is stored in the blockchain network. Starting from the data volume of 2000 people, the number is incremented by 2000 people until 20,000. The blue curve in the figure is to store all the data in the blockchain network. The red curve is to store only 10 kB of data into the blockchain, in order to observe the impact on performance only by reducing the size of the stored data. The yellow curve stores 10 kB of data into the blockchain, and the remaining 40 kB of data is stored in the central database. Fig. 8 shows the response time for add data as the amount of data on the blockchain increases. It can be seen that reducing the amount of data can effectively reduce the storage response time. Because the separate data storage needs to store the data in the blockchain and the local database respectively, there is one more step than storing all the data in the blockchain network, therefore, when the amount of data is small, the response time of the separate storage will be higher than not separating storage, but storing data in a local database does not require consensus verification and node data synchronization. As the amount of data increases, the advantages of separate storage gradually emerge. Fig. 9 shows the change in query response time as the amount of data increases. As with storage, reducing the amount of data can be very effective in reducing query time. When using the onchain and out-of-chain model, there are two steps in a query, including querying the blockchain network and the central database, because there is one more step than the traditional query method, so when the amount of data is small, Compared with the traditional method, the on-chain and out-of-chain model not have the advantage, but as the amount of data increases, the advantages are more obvious. Fig. 10 is a performance analysis and comparison of the two methods of storing all data in blockchain and storing data us on/out-of-chain model. It can be analyzed from Figs. 8 and 9 that in the application scenario such as personnel data management, which needs to store a large amount of data, the write and read performance of the separate data storage is better than the non-separated data storage, especially with the more data, the advantage is more obvious. Since the data is stored separately, the amount of data on the blockchain network can be actually reduced, and the central database is stored locally, so it is not limited by the storage capacity, and can be expanded at any time, Therefore, the separate storage scheme reduces the amount of data on the blockchain network, which has many advantages, such as speeding up the writing and query speed, improving system scalability and space utilization, etc., Because the core idea of blockchain is to store data in a distributed manner to ensure data security, and our model combines the blockchain with the traditional data storage scheme, but because some of the data is stored in a central database, the security is lower than the scheme of storing all the data in the blockchain. This method is a compromise between new and old technologies, it is only less secure than storing data in a blockchain network, but it is still more secure than traditional data storage solutions. Because the most important part of the data is still stored on the blockchain network, while other data is stored in the local database, according to the method we designed, the data will get a hash value and stored in the blockchain, when you need to query the data, it will compare whether the two hash values change, so even though it is stored in the local database, the security is still higher overall. Therefore, the final result must be better than the old technology, that is, better than the technology that is now widely used, but to a certain extent, it cannot fully achieve the effect of the ideal new technology.
Summary and outlook
In this paper, in order to solve the security problem of personnel information management in big data, we propose a framework of personnel information management system based on blockchain, and develop a prototype system to verify the feasibility of this model, and propose a novel solution for separating and storing data to solve the problem of blockchain information redundancy and insufficient storage space, at the same time have the advantage of traditional database that can store large amounts of data. This model can effectively solve problems such as information leakage and tampering. Because the organization of the Consortium Blockchain is pluggable, organizations can apply to join the system at any time to achieve data sharing. This idea of separating and storing data is scalable, we believe that almost all information management fields can refer to this idea. In this article, we only use personnel information management as a breakthrough, we will study this method in depth and try to extend it to more fields.
At present, the blockchain technology is still in the early stage of verification, and there is still no large-scale application scenario, especially in the big data field, the blockchain is not widely used because it is limited by its own bottleneck such as limited data capacity. However, it is foreseeable that the non-tampering and traceability of the blockchain naturally have the application advantages of industries such as finance and credit reporting. The Private Blockchain and the Consortium Blockchain have relatively strict access mechanisms and regulatory measures, and can be applied to data storage mode proposed by this paper, which better solves the problem of large-scale data storage and will become the main blockchain technology in the future.
